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The importance of delisted mobile apps:

Apps that have been removed from official app stores have the
potential to jeopardize consumer privacy and the overall health of the
app ecosystem. Despite their delisting, these apps might remain
installed on users' devices, actively gathering personal information.
Moreover, the influx of advertising revenue towards these apps can
motivate and prolong these privacy concerns. The delisting of apps is
a common practice among app stores at times to remove low-quality,
non-compliant or malicious apps. Google regularly removes such apps
from its app stores. While some apps are delisted for benign reasons,
others are removed as a result of more nefarious behaviors, including
ad fraud and non-compliance with privacy regulations. The removal (or
delisting) of these apps from app stores does not necessarily mean

that they disappear from user devices. As per Pixalate’s data, they can

still remain on user devices and continue to run ads, leading to brand

safety risks, malware and ad fraud concerns.
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For the first time in the history of this report, the number of quarterly delisted mobile apps in
Google Play reached 1.1 million in Q2 2024. This represents a significant increase, with 34% of
Google Play apps being delisted in a single quarter, compared to an average delisting rate of
8% in previous quarters, a fourfold increase.

In Q2 2024, 74% of delisted apps were 'abandoned' (not updated in over two years), up from
just 25% a year ago in Q2 2023. Thus, only 15% of available apps in Q2 2024 were
abandoned, a substantial decrease from over 40% last year. Furthermore, 433k (39%) delisted
apps in Q2 2024 had not been updated in the last four years, compared to just 6% in Q2 2023.

Additionally, 18k delisted apps had 'wallpaper' or 'screensaver’ keywords in their titles.
However, this represents only 37% of the total number of these apps, as 30k low functionality
apps with these titles are still available for download from Google Play as of the end of Q2
2024

Recent changes to Google Play policies, announced on July 17, 2024, have introduced stricter
standards for app quality, transparency, and security. These updates have likely contributed to
the significant increase in app delistings and the reduction of low-functionality and abandoned
apps on the platform.
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>/’ | 34% (11M) of apps delisted in Q2 2024 in Google

No. of delisted apps Play, the highest value ever detected*

Cumulative Q12021-Q2 2024 4.9M

4%

Q1 Q2 Q3 Q@4 Q1 Q2 Q3 Q@4 Q1 Q2 Q@3 Q@ Q1 Q@
2021 2021 2021 2021 2022 2022 2022 2022 2023 2023 2023 2023 2024 2024 . .
of Google Play apps delisted in one
single quarter (Q2 2024), showing

the highest no. of delisted apps

>0 (11M) in the last three years. The
average rate of delistings in previous
Rate of delistings (%) quarters is 7.9%, x4 lower than that in

Q2 2024, according to Pixalate’s
data.

© 0 91 Wantto see all the

O@0| apps? Schedule a
O demo: pixal.at/demo

*Source: Google Play; Q12021-Q2 2024; as measured by Pixalate
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786K DELISTED MOBILE APPS WITH ADS SINCE Q1 2022

GOOGLE PLAY STORE; Q12022 TO Q2 2024; AS MEASURED BY PIXALATE

No. of delisted apps with ads (an app-ads.txt file detected)
Cumulative Q1 2022-Q2 2024

’)’ ™

159k+ =

786K

Total number of delisted

apps in Google Play with

ads (ads.txt file) in Q2 500K
2024, according to

Pixalate’s data.
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Want more data?
Schedule a demo:

pixal.at/demo
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1

Google Play Store apps
that had <100k estimated

downloads prior to
delisting in Q2 2024,
according to Pixalate’s
data.

Want more data?
Schedule a demo:

pixal.at/demo

GOOGLE: 96% OF DELISTED APPS HAD <100K DOWNLOADS

GOOGLE PLAY STORE; AS OF THE END OF Q2 2024; AS MEASURED BY PIXALATE

98% O
Less than 100k
estimated downloads

2%
More than 100k
estimated downloads
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Abandoned Apps |

Google Play: The majority of delisted apps in Q2
2024 were abandoned

Last update date +2 years
B Delisted (%) Active (%)

74%

4%

Q2 2023 Q2 2024 % of delisted Google Play apps were

abandoned (not updated in +2 yrs.), compared

\, to only 25% in Q2 2023. As a result, just 15% of

}/‘ available apps in Q2 2024 were abandoned,

Super Abandoned Apps down from over 40% last year, according to
Last update date +4 years Pixalate’s data.

B Delisted (%) Active (%)

39% 433K (39%) delisted apps in Q2 2024 were not updated in the last 4 years
compared to 6% in Q2 2023; Only 5% of these “super-abandoned” apps
remain available to download as of Q2 2024

15%

= Source: Google Play; Q2 2023-Q2 2024; as measured by Pixalate
g 5%

Q2 2023 Q2 2024




| 37% (18k) of “Wallpaper’ apps delisted in Q2 2024

18K

I
No. of delisted apps with
“wallpaper” or “screensaver”

10

keywords in their title, as of Q2
2024. However, 30K low
functionality apps with these
titles still appear to be available
to download from Google Play
as of Q2 2024, according to
Pixalate’s data.

ORORO Want to see all the
OB@O| apps? Schedule a
0 demo: pixal.at/demo

>o No. of delisted apps in Google Play
@ Screensaver & Wallpaper = VPN

0K 18K
15K
10K
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Source: Google Play; Q12023-Q2 2024, as measured by Pixalate
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| Apps registered in North America delisted at the lowest
rate of any region

22%

30%
I
% of apps registered in North 20%
America that were delisted in
Q2 2024, adding up to 48K
delisted apps, according to 10%
Pixalate’s data.

0%

o 0 o

og0
g0

12

}\’ Rate of delistings (%)
’

Developer region (region) of registration

Want to see all the
apps? Schedule a W

demo: pixal.at/demo

Source: Google Play; Q2 2024, as measured by Pixalate
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| 27% of apps registered in China delisted in Q2 2024

>’ Rate of delistings (%)
d

Developer country of registration

| 30%

% of apps registered in China

that were delisted in Q2 2024, 20%
adding up to 12K apps,

according to Pixalate’s data.

10%
2.2 21 Wantto see all the 0%
O®O| gpps? Schedule a & N~ 2 :
E . >
(] demo: pixal.at/demo N v Q‘(\\(\ \‘\é‘

13 Source: Google Play; Top 5 countries by no. of delisted apps in Q2 2024; as measured by Pixalate
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40%

20%

0%
Libraries & Demo Events

30%

Shopping

>
Rate of delistings (%)
Categories with lowest rate in Q2 2024

Comics

Rate of delistings (%)
Categories with highest rate in Q2 2024

Entertainment

50% of apps in the “Libraries” category were delisted in
Q2 2024; the category with the highest rate of delistings

5%

% of Google Play apps in the “Finance”
category were delisted in Q2 2024, the

category with the lowest rate of delistings,
according to Pixalate’s data.

0 0 0 Want to see all the

om0 apps? Schedule a
0 demo:

30% 30% 30% 31%
25%
20%
10%
0%
Finance Maps & Parenting Health & Weather
Navigation Fitness

pixal.at/demo

Source: Google Play; Q2 2024; app store primary category; as measured by Pixalate
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] GOOGLE PLAY STORE: TOP 10 DELISTED APPS (by downloads)

DELISTED APPS WITH ADS.TXT FILES DETECTED AS MEASURED BY PIXALATE; AS OF THE END OF Q2 2024

Rank

Title

Resso Music - Songs & Lyrics

XOS Launcher -Cool Stylish

Real Football

Noizz: video editor with music

HiOS Launcher - Fast

Craft World - Master Block 3D

Block Crazy Robo World

Karaoke - Sing Unlimited Songs

Download Manager for Android

Biugo-video maker&video editor
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App ID
com.moonvideo.android.resso

com.transsion.XOSLauncher

com.gameloft.android ANMP.GI
oftR7HM

com.yy.biu
com.transsion.hilauncher

com.buildvip.realm.city

com.crazy.block.robo.monster.cl
iffs.craft

com.famousbluemedia.yokee
com.tt.android.dm.view

com.yy.biugo.lite
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METHODOLOGY

General

Pixalate’s data science and analyst team analyzed more than 3.4M
active apps and delisted apps from the Google Play Store in Q2 2024.
This report contains data from Q1 2021 to Q2 2024. Data is derived
from crawls of the respective app stores performed by Pixalate or one

of Pixalate’s third party licensors.

Delisted Apps

Apps can be delisted for a variety of reasons, for purposes like
breaching app store policies to more benign reasons, such as the
developer's decision to withdraw the app. Pixalate is neither asserting
nor assigning a reason for any delisting action. Additionally, the initiator
of the delisting is not generally publicly-available information, so it is
often not possible to know whether the removal was triggered by the
app store or the developer. Pixalate is sharing this data not to impugn
the standing or reputation of any person, entity or app, but, instead, to

report opinions as they pertain to delisted Android apps.

Country of Registration

The country of registration for a given app is determined only if a) the app has
a physical address published in its app store page, or otherwise b) from the
registrant physical address of the publisher domain listed in the app store
page excluding privately registered ones. If none is available, the physical
address associated with an app cannot be determined. Sometimes, the same
developer may list different countries of registration for different apps.
Country of registration is used to determine the region as North America,

EMEA, APAC or LATAM.

Downloads and user ratings
Top 10 lists referred to within this report are determined based on the
published number of downloads; data is derived from crawls of the respective

app stores performed by Pixalate or one of Pixalate’s third party licensors.
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I METHODOLOGY

Ads.txt

The ads.txt initiative from the |AB Tech Lab was launched with a mission
to “Increase transparency in the programmatic advertising ecosystem”
by allowing publishers and other traffic rights owners “to publicly
declare the companies they authorize to sell their digital inventory” with

a primary goal of reducing app misrepresentation, or “spoofing.”

Abandoned Apps

Pixalate uses the date on which an app was last updated to determine
the degree of apparent abandonment. For high-level data points,
Pixalate considers an app to have a heightened risk of “abandonment”
if it has not been updated in at least two years (as of the end of Q2
2024). There may also be increased privacy risks associated with

abandoned apps, such as not complying with the latest privacy laws.

App Categorization: VPN, Cleaner, and Screensaver Apps

For this report, Pixalate searches for any of the following words in the
app title:

° “Screensaver” apps: “Screensaver”, “Wallpaper”

° “VPN” apps: “VPN”

° “Cleaner” apps: “Clean’, “Cleaner’, “Virus’, “Antivirus”, “Junk
Files”

Rate of delistings (%)

For this report, Pixalate computes the rate of delistings as the ratio of
delisted apps, at the end of the corresponding quarter, relative to the
total number of apps in the store available to download at the beginning
of the quarter.
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DISCLAIMER

The content of this report reflects Pixalate’s opinions with respect to the
factors that Pixalate believes can be useful to the digital media industry.
Any data shared is grounded in Pixalate’s proprietary technology and
analytics, which Pixalate is continuously evaluating and updating. Any
references to outside sources should not be construed as endorsements.
Pixalate’s opinions are just that, opinions, which means that they are

neither facts nor guarantees.

Pixalate is sharing this data not to impugn the standing or reputation of
any entity, person or app, but, instead, to report findings and trends

pertaining to the time period studied.

This report—including all content set forth herein—constitutes Pixalate
“Materials” under Pixalate’s Terms of Use, and is licensed subject to—and
conditioned expressly upon—compliance with each of the applicable terms

and conditions of such Pixalate Terms of Use.
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ABOUT
PIXALATE

Pixalate is the market-leading fraud protection, privacy, and
compliance analytics platform for Connected TV (CTV) and
Mobile Advertising. We work 24/7 to guard your reputation
and grow your media value. Pixalate offers the only system
of coordinated solutions across display, app, video, and CTV
for better detection and elimination of ad fraud. Pixalate is
an MRC-accredited service for the detection and filtration of
sophisticated invalid traffic (SIVT) across desktop and
mobile web, mobile in-app, and CTV advertising.
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